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To discuss

• Legal position of data

• Types of relations in a blockchain

• What to arrange in contracts

• Risks and solutions
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Legal position of data

• You cannot ‘own’ data: data is no ‘property’

• Collection of data can be protected as a database right
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Parties in a private blockchain
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Private blockchain

• A private blockchain, where access to it is controlled (which may 
mean that there is more central control); 

and

• A public blockchain, where anyone can download the software, 
view and participate.
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Parties in a private blockchain

What to arrange:

• What are the objectives of the parties in the blockchain; why
are they working together?

• Traceability 

(transparent to public, reduce damage food recall)

• Data Sharing

• Payments
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Parties in a blockchain

What to arrange:

• Who can do what with the data provided:

• Data transfer agreement:

• Which data is provided

• Guarantees?

• Data protection

• Rights to use, for what purpose, exit rights

• New data: who is entitled to which information
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Parties in a blockchain

What to arrange:

• Exit / one or more (all) parties 

copy of own data, data migration assistance

• disputes; (inter)national; jurisdiction and enforcement
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Building the private blockchain

Service provider /operator

• What to arrange:

• Building the platform, service levels, performance

• Management and privacy identification (anonimyzation) 

• Governance: personal data: right to be forgotten

data that is stored cannot be altered

• (New generated) data: who can do what, under which
conditions? 
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Building the private blockchain

Service provider /operator

• What to arrange:

• Who makes the descisions regarding the blockchain

• Intellectual property (trademarks, copyright, patents)

• Liability, who is liable for what
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Evidence from a blockchain
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Challenges

• Using new technology:

• R&D / marketing sees opportunities

• Legal sees risks, unknown territory, difficult to oversee
liabilities

• E.g. you cannot ‘own’ data (except database protection)

• How to handle this:

• Translate the unknown to a legal framework we do know

• E.g. data sharing agreement
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Questions?
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